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THE WORST CASE 
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Saudi Aramco – Biggest $$ hack in history (Oil&Gas)

http://www.darkreading.com/attacks-breaches/inside-the-aftermath-of-the-saudi-aramco-breach/d/d-id/1321676

Aramco was hit by malware Shamoon,
rendered 35000 computers partially 
wiped or totally destroyed – used  
typewriters and faxes for few weeks

Successful spear phishing  attack by 
group “Cutting Sword of Justice” . 
Aramco’s ww operations were 
unplugged from internet to stop the 
spread of Shamoon. 
Aramco took 5 months to recover

Aug 15, 2012 (Ramadan)
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DEC 23 2015
Inside the Cunning, Unprecedented Hack of Ukraine’s Power Grid
https://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/

Presenter
Presentation Notes
Inside the Cunning, Unprecedented Hack of Ukraine’s Power Gridhttps://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/		AUTHOR: KIM ZETTER. Wired Magazine 03.03.16 IT WAS 3:30 p.m. last December 23, and residents of the Western region of the Ukraine were preparing to end their workday and head home through the cold winter streets. Inside the control center which distributes power to the region’s residents, operators too were nearing the end of their shift. But just as one worker was organizing papers at his desk that day, the cursor on his computer suddenly skittered across the screen of its own accord.He watched as it navigated purposefully toward buttons controlling the circuit breakers at a substation in the region and then clicked on a box to open the breakers and take the substation offline. A dialogue window popped up on screen asking to confirm the action, and the operator stared dumbfounded as the cursor glided to the box and clicked to affirm. Somewhere in a region outside the city he knew that thousands of residents had just lost their lights and heaters.The operator grabbed his mouse and tried desperately to seize control of the cursor, but it was unresponsive. Then as the cursor moved in the direction of another breaker, the machine suddenly logged him out of the control panel. Although he tried frantically to log back in, the attackers had changed his password preventing him from gaining re-entry. All he could do was stare helplessly at his screen while the ghosts in the machine clicked open one breaker after another, eventually taking about 30 substations offline. The attackers didn’t stop there, however. They also struck two other power distribution centers at the same time, nearly doubling the number of substations taken offline and leaving more than 230,000 residents in the dark. And as if that weren’t enough, they also disabled backup power supplies to two of the three distribution centers, leaving operators themselves stumbling in the dark.It was a Brilliant PlanThe hackers who struck the power centers in Ukraine—the first confirmed hack to take down a power grid—weren’t opportunists who just happened upon the networks and launched an attack to test their abilities; according to new details from an extensive investigation into the hack, they were skilled and stealthy strategists who carefully planned their assault over many months, first doing reconnaissance to study the networks and siphon operator credentials, then launching a synchronized assault in a well-choreographed dance.
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$81M Bangladesh Bank Heist…

Feb 4, 2016

Attacker use stolen SWIFT credentials of 
Bangladesh Central Bank to send more than 
three dozen fraudulent money transfer requests 
to the Federal Reserve Bank of New York asking 
the bank to transfer millions of the Bangladesh 
Bank’s funds to bank accounts in the Philippines 
& Sri Lanka.

Presenter
Presentation Notes
On February 4, unknown hackers used SWIFT credentials of Bangladesh Central Bank employees to send more than three dozen fraudulent money transfer requests to the Federal Reserve Bank of New York asking the bank to transfer millions of the Bangladesh Bank’s funds to bank accounts in the Philippines & Sri Lanka. A printer “error” helped Bangladesh Bank discover the heist. The bank’s SWIFT system is configured to automatically print out a record each time a money transfer request goes through. The printer works 24 hours so that when workers arrive each morning, they check the tray for transfers that got confirmed overnight. But on the morning of Friday February 5, the director of the bank found the printer tray empty. When bank workers tried to print the reports manually, they couldn’t. The software on the terminal that connects to the SWIFT network indicated that a critical system file was missing or had been altered.SWIFT stands for the Society for Worldwide Interbank Financial Telecommunication and is a consortium that operates a trusted and closed computer network for communication between member banks around the world. Did the Attackers Compromise SWIFT?Not directly. According to SWIFT, they obtained valid credentials the banks use to conduct money transfers over SWIFT and then used those credentials to initiate money transactions as if they were legitimate bank employees. How they got the credentials ? reports indicate that hackers may have breached the network and found the credentials stored on the system.
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After the Bangladesh Bank Heist …..Not an isolated incident

May 15, 2016

Hanoi-based TPBank said in a 
statement late on Sunday in response 
to inquiries from Reuters that in the 

fourth quarter of last year it identified 
suspicious requests through 

fraudulent SWIFT messages to 
transfer more than 1 million euros 

($1.1 million) of funds. 

Source: http://www.cnbc.com/2016/05/15/vietnams-tien-phong-bank-says-it-was-second-bank-hit-by-swift-cyber-attack.html
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Vietnam Airports Cyber Attacks well planned & targetted

http://tuoitrenews.vn/society/36289/cyber-attacks-on-vietnam-airports-are-wellplanned-association

The hackers used a brand new type of 
malware able to pass normal security 
tools, such as antivirus software,” 
VNISA said. 

In the case of Vietnam Airlines, VNISA 
said there are signs showing that 
hackers may have penetrated the 
airline’s system as early as mid-2014.

July 29, 2016



Copyright © FireEye, Inc. All rights reserved.8

FireEye with Front 
Line Experience
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HEADLINE : 

Target settles with banks for $39 
million after epic data breach

BREACHED : 

2013
VICTIM : 

RESPONDER : 

FireEye

IMPACT: 
• Estimated $300M of 

total impact 
• CEO resignation
• CIO resignation
• 40 million customers effected
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HEADLINE : 

Sony Got Hacked Hard: What We 
Know and Don’t Know So Far

BREACHED : 

2014
VICTIM : 

RESPONDER : 

FireEye

IMPACT: 
• Leaked emails between Sony 

Pictures executives
• Sony Pictures Co-chairman 

resignation
• $15M  USD in Incident Response 

and Remediation Costs
• Computer Networks shut down 

for several weeks
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HEADLINE : 

Hacked Toymaker VTech Admits Breach 
Actually Hit 6.3 Million Children

BREACHED : 

2015
VICTIM : 

RESPONDER : 

FireEye

IMPACT: 
• 6.3 Million Parents & Children 

affected when thousands of 
pictures, as well as a year’s worth 
of chat logs, were compromised
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HEADLINE : 

Anthem, a Major Health Insurer, 
Suffered a Massive Hack

BREACHED : 

2015
VICTIM : 

RESPONDER : 

FireEye

IMPACT: 
• Personal Information of 80 Million 

Customers Stolen
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HEADLINE : 

Verizon Demands a Better Deal After 
Yahoo’s Latest Historic Hack

BREACHED : 

2016
VICTIM : 

RESPONDER : 

FireEye

IMPACT: 
• 1 Billion User Accounts were 

hacked
• $4.8B acquisition deals by 

Verizon impacted
• 2nd time criminal charges are filed 

against known state actors for 
hacking
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HEADLINE : 

Bangladesh Bank Chief Resigns After 
Cyber Theft of $81 Million

BREACHED : 

2016
VICTIM : 

RESPONDER : 

FireEye

IMPACT: 
• $81 Million Dollar Theft
• Resignation of Central Bank’s 

Governor
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HEADLINE : 

Food Court: Arby’s Reportedly Faces 
8 Lawsuits Resulting from Breach

BREACHED : 

2017
VICTIM : 

RESPONDER : 

FireEye

IMPACT: 
• Over 350,000 credit and debit 

card accounts may have been 
impacted by the hack, according 
to the credit union service PSCU
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HEADLINE : 

Sabre Discloses Data Breach of Card 
Details at its Hotels

BREACHED : 

2017
VICTIM : 

RESPONDER : 

FireEye

IMPACT: 
• Significant breach of payment 

and customer data tied to 
bookings processed through a 
reservations system that serves 
more than 32,000 hotels and 
other lodging establishments
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HEADLINE : 

Equifax negligence causes loss of  
customer data

BREACHED : 

2017
VICTIM : 

RESPONDER : 

FireEye

IMPACT: 
• Breach resulted in loss of customer 

data, which now “permits thieves to 
create FAKE identities, fraudulently 
obtain loans, swipe tax refunds and 
destroy” consumer creditworthiness.



Copyright © FireEye, Inc. All rights reserved.18

HEADLINE : 

Uber paid 100K to hackers to delete 
data and keep quiet about breach

BREACHED : 

2017
VICTIM : 

RESPONDER : 

FireEye

IMPACT: 
• Personal Information of 57M 

customers and drivers data 
compromised, deleted and now 
disclosed to Public after more 
than 1 Year
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LEADER PERSPECTIVE : 
SERIOUSNESS OF CYBER 
RISK
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On Cyber attacks: 
“I am convinced that there are 
only two types of companies: 

those that have been hacked and 
those that will be. And even they 
are converging into one category: 

companies that have been 
hacked and will be hacked again.”

– Robert S. Mueller, III    
Director, Federal Bureau of Investigation (FBI)

March 2012
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Source: http://archive.defense.gov/speeches/speech.aspx?speechid=1747

On Cyber Attacks: 
“The technology is there to 
cripple a country, to take 

down our power grid system, 
to take down our government 

system, take down our 
financial system and literally 

paralyze the country”.
– Leon Panetta

Secretary of Defense
Feb 2013
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Source: https://www.wsj.com/articles/michael-hayden-says-u-s-is-easy-prey-for-hackers-1434924058

On Cyber Attacks: 
“There are no rivers or hills 

up here. It’s all flat. All 
advantage goes to the 

attacker.”
– Gen Michael Hayden

Director of both the National Security Agency 
and the Central Intelligence Agency

Jun 2015
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CORRECTING COMMON 
MISCONCEPTIONS
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Technology Alone Will Not Save You 

Breaches Are Inevitable

Your Data Is More 
Important Than You 

Think



Copyright © FireEye, Inc. All rights reserved.25

Achievable Security Objective: 
No Business Impact Resulting 

From Cyber Attack
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- Kevin Mandia, FireEye CEO

3 Truths in Cyber-security
• Organizations don’t have enough security people

• Most organizations get too many alerts

• Eventually bad guys get in, and most organizations are not aware

“Alert to fix in minutes, from an iPAD, sitting in a Starbucks 
café in the airport”



Copyright © FireEye, Inc. All rights reserved.27

Traditional “Defense in Depth” is failing

Firewalls/
NGFW

Secure Web
Gateways

IPS
Anti-Spam
Gateways

Desktop AV

The New Breed of Attacks Evade Signature-Based Defenses

Presenter
Presentation Notes
And what do they all have in common? The attacks are targeted, persistent and unknown, enabling them to evade traditional signature-based defenses. Traditional or next generation firewalls, IPS, gateways or AV. It doesn’t matter. They are all completely defenseless in the face of these new attacks. 
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APT* is a “WHO”….. Not a “WHAT”

Malware Attacker

 

     
   

* APT : Advanced Persistent Threat
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Define your goal carefully

Are you trying to solve the 

APT problem 

by catching more malware?
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Malware is just one of the attacker’s many tools

Attacker

Malware Social
Engineering

Password
Theft

Admin tool 
misuse
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Strengthen Position 
within Target

Establish 
Foothold

Package and Steal 
Target Data

Complete 
Mission

Initial 
Compromise

Lateral
Movement

Maintain
Presence

Initial 
Recon

Steal Valid User 
Credentials

Escalate 
Privileges

Identify 
Target Data

Internal 
Recon

Identify Exploitable 
Vulnerabilities

Gain Initial Access
Into Target

Attack Lifecycle

PREVENTION

DWELL TIME / IMPACT : 520 days

RESPONSE

DETECTION

Malware Problem Human Attacker Problem

Endpoint EPP Endpoint Detection and Response (EDR)

BREACH

FireEye + Partners

Presenter
Presentation Notes
Key Points:There are 8 major phases to a targeted attack.    1. The attacker always starts with some form of external reconnaissance to understand the victim organization.    2. The initial compromise typically begins with a victim clicking on a link or attachment in a spear phishing e-mail.    3. After the initial compromise the attacker creates back doors and establishes a foothold in the environment.    4. Very quickly the attacker steals valid credentials. At this point they blend in and it’s difficult to tell them apart from legitimate users.    5. Now the attacker begins to survey the network to identify the data they are trying to steal.    6. As they perform reconnaissance, they move laterally to other parts of the network in search of their target data.    7. As they move laterally they deploy additional backdoors and persistence mechanisms    8. Once they have identified their target data they package it up and steal it.I mentioned before that the attackers’ objectives are long-term occupation.The typical organization Mandiant responded to in the last year had been compromised an average of 146 days.
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Next Step : Cyber Program Maturity

Traditional SOC Capability
Known Threats

CIRT Capabilities
Known + Unknown Threats
with Response Capability

Cyber Defense Center (Advanced 
SOC) APT Hunting

NX
EX FX TAP

HX PX TAPAX

FAAS iSIGHT FSO
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Sample Forensic Data : Malware CallBack (High Critical Severity)
Malware : Trojan.Ponmocup

Lets Check The URL?!

Victim IP / HOST

Attacker CnC

Time Founded

Lets Check The URL?!



INCOMPLETE PLATFORMS = INCOMPLETE SOLUTIONS

Legacy 
Platforms

Endpoint AV

Endpoint Encryption

Endpoint APT

FireEye
Endpoint

Endpoint AV

Endpoint APT

Visibility into Activity

Exploit Detection & Prevention

Endpoint Forensics, Alerts

Integrated Workflow Platform

Tactical/Operational Intel 

Incident Response / Assessment

“Next-Gen” 
Legacy Platforms

Endpoint AV

Endpoint Encryption

Endpoint APT

Visibility into Activity

Exploit Detection & Prevention

Endpoint Forensics, Alerts
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The FireEye Difference : Seeing what others don’t

The vital / key point measurement for Advanced Threat Detection vendor is a zero day detection track record. FireEye has an
excellent zero day detection track record. As per September 2017, FireEye has found 30 from total of 56 zero-day attack
(54%). This is much more than all the vendor detection to the zero day combined.
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The FireEye Difference : Seeing what others don’t

*Note: Shared 0-Day Discovery by 2 is recognized as .5, 
while 4 shared is .25 recognition



Copyright © FireEye, Inc. All rights reserved.37

Call to Vannie if need more info on
Fireeye

+62 877 7567 8589

Email Vannie@advancedtechpac.com
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LARGE AND GROWING SET OF CUSTOMERS
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Henry.kristianto@fireeye.com
+62 8558 746274

mailto:Henry.kristianto@fireeye.com


Henry Kristianto
Enterprise Sales Director

Henry Kristianto is an Innovative and self starter having over than 14
years of experience in Indonesia ICT industry.

He now runs FireEye Business in Indonesia, leading our business
growth with enterprise customers in key sectors o Financial Services,
Telecommunications and Government.

Henry’s key strengths are in Sales and Marketing, Enterprise-
Commercial Solutions & Market. Good with partners and customers,
he is a strong leader and Cyber IT veteran who is able to open markets
, build and drive Brand awareness and closure.



• Support our effort to build a Safer Cyber 
Security World in Indonesia. Our official CISSP 
classes scheduled for April 23th to 27th 2018

• Contact to Vannie via +62 877 7567 8589
• Join us in our Linkedin Group ICION as below 
• https://www.linkedin.com/groups/3942786

Thank You, see you in ICION 2019



See you in ICION 7th Conference, 2019 in Bali


	Henry Kristianto�Enterprise Sales Director�Fireeye �06th March 2018, Ambarrukmo Yogyakarta
	The worst case scenario
	Saudi Aramco – Biggest $$ hack in history (Oil&Gas)
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Vietnam Airports Cyber Attacks well planned & targetted
	�FireEye with Front Line Experience
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Leader perspective : Seriousness of Cyber Risk
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Correcting common misconceptions
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Traditional “Defense in Depth” is failing
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Next Step : Cyber Program Maturity
	Sample Forensic Data : Malware CallBack (High Critical Severity)�Malware : Trojan.Ponmocup
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Call to Vannie if need more info on Fireeye
	Slide Number 38
	Slide Number 39
	Henry Kristianto�Enterprise Sales Director
	Thank You, see you in ICION 2019
	See you in ICION 7th Conference, 2019 in Bali

