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DevOps and 
Application 
Security Research



Research Goal and Methodology



Defining Characteristic of DevOps
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Similar to “the cloud” a few years ago, DevOps is somewhat of a buzzword that is seen as the 
next big thing, but most enterprises do not know exactly what it means to their organization
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Presentation Notes
Agility, Automation, Continuous



Application Security and the new SDLC
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Application security is not being integrated into DevOps processes



Identifying the Gaps
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Organization barriersInefficient security awareness and training for developersLack of software security talent



How to Bridge the 
Gaps - THREE
Practices  to 
Consider
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Make Application Security a 
shared responsibility.

Measure and reward all team 
members.

1
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Security should be a shared responsibility across the organization to eliminate barriers. Security must be embedded throughout every stage of the development process, with executive support and metrics to hold teams accountable for secure development.
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Bridge awareness and training 
gaps.

Make it seamless and intuitive 
for developers to practice 
secure coding.
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Bridge awareness, emphasis, and training gaps by making it seamless and more intuitivefor developers to practice secure development. Organizations should integrate security toolsinto the development ecosystem to allow developers to find and fix vulnerabilities in real-time asthey write code. This makes it easy and efficient to develop securely, and educates the developeron secure coding in the process.
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Leverage automation and 
analytics as application 
security force multipliers.
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Leverage automation and analytics as application security force multipliers.Organizations should leverage enterprise-grade application security automation with analyticsbuilt in to automate the application security testing audit process and allow their applicationsecurity professionals to focus only on the highest priority risks. This reduces the number ofsecurity issues that require manual review, saving both time and resources, while loweringoverall risk exposure.



Fortify Solution



Software Security Assurance throughout the SDLC

Planning & 
Requirements Build Test Release/Deploy Operate/Monitor

Security goals integrated in 
planning & requirements 
definition

Security team signs off 
requirements Security team is involved in 

pre-production sign off
Change management process 
includes security review & 
sign off

Secure coding tools integrated & 
vulnerabilities proactively identified 
& fixed

Secure coding 
standards are applied 
and secure code is 
developed

Pre-Production 
Penetration testing

Post-Production 
Penetration Testing

Risk assessment and 
Profiles

Learn and 
Refine

Threat Modeling
is performed

Metrics & 
Reporting

WebInspectSCA
Security Assistant

App Defender

on Demand

Software Security Center

Scan Analytics



Thank you!
www.microfocus.com



See you in ICION 
7th Conference in 
Bali, 2019 March

 Ping to VANNIE VIA 
Vannie@advancedte
chpac.com for more 
info
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