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DevOps and
Application
Security Research




Research Goal and Methodology

Project Goal Methodology
. ASSG.SS the general habits, « 500+ quantitative surveys
practices anq tools used by * Developer and IT Ops qualitative
those practicing DevOps "

* |dentify the current state of
application security practices | |+ Qualitative interviews with security

within DevOps organizations practitioners and executives
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Defining Characteristic of DevOps

Similar to “the cloud” a few years ago, DevOps is somewhat of a buzzword that is seen as the
next big thing, but most enterprises do not know exactly what it means to their organization

Integrated teams

Automates testing

Frequent deployment

Continuous integration

Application security testing automation

Continuous performance monitoring

Continuous deployment

)
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Presentation Notes
Agility, Automation, Continuous



Application Security and the new SDLC

Application security is not being integrated into DevOps processes

N K
but only
' 0 Most believe downstream securlty
/6 technologies such as preproduction
y penetration testing and network
ﬂ are doing application security are adequate.
“1:“‘ - security testing during
| r\vn ﬁ - development 0
Development Opemlons *o—— rﬂ g U . 1 7 7
' . A shocking
6 ' of surveyed organizations ?rehnmt “5,‘”9t3"}‘ S?CL;";LY '
™ are implementing or {8y T¢ I,"O tqgles 8 PO ON
1] A 1 piloting DevOps = appicauons.
QA

and
R £599% l

agree DevOps is an
OPPOIINKY %0 Improve Application security
application security + . %
is not being integrated
into DevOps processes
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Identifying the Gaps

1,500

# of apps per
enterprise

30x more

deployments per app/year

0

of Top 10 CS
programs require
security class

30 to 1

Developer to App Sec
people ratio

<15%

CISOs worked as
developers

100%

Cite integration as a
key requirement to
success
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Presentation Notes
Organization barriers
Inefficient security awareness and training for developers
Lack of software security talent


How to Bridge the -I

Gaps - THREE

Practices to
| Consider
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Make Application Security a
shared responsibility.

-

O

Measure and reward all team

members. D
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Presentation Notes
Security should be a shared responsibility across the organization to eliminate barriers. 
Security must be embedded throughout every stage of the development process, with executive support and metrics to hold teams accountable for secure development.


@

Bridge awareness and training
gaps.

-

Make it seamless and intuitive
for developers to practice
secure coding.
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Presentation Notes
Bridge awareness, emphasis, and training gaps by making it seamless and more intuitive
for developers to practice secure development. Organizations should integrate security tools
into the development ecosystem to allow developers to find and fix vulnerabilities in real-time as
they write code. This makes it easy and efficient to develop securely, and educates the developer
on secure coding in the process.
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Leverage automation and
analytics as application

security force multipliers. {é}

-
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Presentation Notes
Leverage automation and analytics as application security force multipliers.
Organizations should leverage enterprise-grade application security automation with analytics
built in to automate the application security testing audit process and allow their application
security professionals to focus only on the highest priority risks. This reduces the number of
security issues that require manual review, saving both time and resources, while lowering
overall risk exposure.


Fortify Solution




Software Security Assurance throughout the SDLC

Secure coding tools integrated &

Security goals integrated in vulnerabilities proactively identified . .
. . . Pre-Production Post-Production
planning & requirements & fixed . . . . .
o Penetration testing Penetration TeStlng Metrics &
definition Reporting
Threat Modeling ;ea.rn and
is performed '-FEIETIF‘I" — efine
c e ’ FORTIFY
SCA > >
WeblInspect /
Security-Assistant
- \ N N\
R:(Iqir;pemmger%ts } Build Test h Release/Deploy } Operate/Monitor
A 3 A
T <« FORTIFY ——>
Risk assessment and
Profiles T /\ App Defender
Security team signs off , . . .
. Secure COdlng Secunty team is involved in Change management process
requirements . . . .
standards are applied pre-production sign off includes security review &
and secure code is - sign off
developed I'FEIETlF‘r"
< — on Demand >
iEFIETIF‘I"
< Software Security Center >
|[FORTFY
< Scan Analytics >




e ARl
SHAPING AND SECURING
THE DIGITAL ECONOMY IN INDONESIA

ez INDONESIAN CIO NETWORK 6™ CONFERENCE
o] % | Py Ame ks ot Y M 819, 215
e e

i _E: L “(!g - ¢ 2 -
LS Va v
! Y !‘
-~ I ¥ : 4] g N
- "™ - =

WWW.microfocus.com



See you in ICION
7th Conference in
Bali, 2019 March
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